
The CISO Role – An impact analysis of the CISO organizational 

structure position in Information Security Maturity 

 

Eugénio Tchipako (82662)  

 IST – Instituto Superior Técnico, Lisboa, Portugal. 

eugenio.tchipako@tecnico.ulisboa.pt 

Abstract. In today’s world Information is one of the most important assets for any organization, 

and securing information has become strategic and even critical to the survival of the organization. 
Most organizations have information systems and organizational structures that include the role of a 
Chief Information Security Officer (CISO), although not necessarily under this specific title. This paper 
proposes a model using a quantitative and qualitative research to evaluate the relationship between 
the CISO's place within the organizational structure and the organization's current level of information 
security maturity. Interviews, conducted with twenty-five Portuguese public and private organizations, 
were based on the information security maturity model and the high-level RACI (Responsible, Ac-
countable, Consulted and Informed) chart of the CISO´s role, outlined in COBIT 5. The resulting data 
was statistically analysed using correlation matrices and scatter plots. 
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1 Introduction  

In recent years, information and cyber security have become a matter of concern and attention, even 

critical to survival for organizations; small, medium or large. This requires investment in technical, tech-

nological and especially in human resources, to be able to respond to the growing and recurring threats 

against the most important asset of this digital age – Information. 

Millions of devices connect to the internet daily. Individuals and organizations can reach other at any 

point on the internet in spite of their geographical locations and time zones. However, along with the 

convenience and easy access to information, come the risks. These include the risk of losing valuable 

information, which could also be stolen, altered, or misused [1]. The internet is a means of excellence 

to circulate all kinds of information, as a portal of interconnectivity between the "old world", geograph-

ically and temporally defined, where reality is tangible and the "new world of information society" intelli-

gible in the vast majority by the new generations [1]. 

The traditional information security objectives are confidentiality, integrity, and Availability. One problem 

with organizations’ information security is that it is often viewed in isolation and organizations do not link 

the security requirements to the business goals. Security requirements must be linked to the business 

goals. The process of linking must take into consideration many of the factors that affect the goals of an 

organization. Four domains were identified that affect security at an organization. First, organization 

governance is one factor that affects the security of an organization. Second, the organizational culture 

affects the implementation of security changes in the organization. Third, the architecture of the systems 

may represent challenges to the implementation of security requirements. Finally, service management 

is viewed as a challenging process in the implementation. [2]. 
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In order to address the global information security and cyber security threats it is important and even 

imperative to include in the Organizational Breakdown Structures (OBS) a department in charge of pro-

tecting information. This department should be led by a qualified professional – the “Chief Information 

Security Officer “ (CISO) [3] which is involved from a transversal perspective in the establishment of the 

strategic plan in order to make sure that the information security requirements are aligned with the or-

ganizational business goals. Security objectives must be proactive, more directed towards the manage-

ment of risks related to information security and cyber security [4]. 

1.1 Objectives 

This paper aims to analyse the relationship between the CISO function, focusing on the framing in or-

ganizational structure, roles and responsibilities with the degree of development, in one hand, and the 

strength of the organization´s security measures to reduce risks that threaten its information, on the 

other.  

The main objective of this paper, however, was to carry out a quantitative and qualitative research, 

through interviews with Portuguese public and private organizations to evaluate whether or not the CISO 

function in an organization has a relationship with the Information Security Maturity. This objective 

breaks down into the following specific objectives:  

1. Establish a framework for evaluating the relationship between the information security maturity, 

the CISO position in the organizational structure and its involvement in the information security 

processes and practices; 

2. Evaluate the framework application result in real organizations. 

2. Research Model 

 

Figure 1: Research Model overview  

The Research Model is a framework, a form that was filled in by twenty-five (25) Portuguese public and 

private organizations [See the Form here] and consists of two separate parts. First, the Information 

Security Maturity evaluation based on Saleh´s model published on “The International Journal of Com-

puter Science and Security (IJCSS)” [2]. The model is composed by many questions divided into four 

(4) main sections: Security Management, Service Management, Enterprise Architecture and Gov-

ernance.    

https://docs.google.com/forms/d/e/1FAIpQLSciApUGpWmquFNl1gW8lHtKTVI5jG-Pa2o-KflrUQQqWj696g/viewform


Each question is evaluated in a 0-5 scale. Each section is evaluated through the arithmetic average of 

its questions. The Information Security Maturity level is evaluated through the arithmetic average of the 

four section average [2]. 

Security Management 

This section aims to valuate if the information Security is duly defined by the organization. 

The interviewee should realistically indicate on the scale of zero to 5 how well the organization satisfies 

the processes being evaluated. Below is the example of one of the form questions. 
 

Table 1: Information Security Practices Management Evaluation 
 

 

 

 

 

 
 

 

Service Management 

This section is composed of two subsections. The first one is to understand how the organization is 

structured to deal with the entire information security environment, starting with team accountability; 

going through the budgetary issues that are essential for any process success; to control the updated 

inventory of enterprise hardware and software. 
 

 

 

 

 

 

 

 

 

 

 

The second subsection aims to evaluate the frequency of occurrence of problems related to information 

security, as well as the response time whenever an abnormality occurs and its resolution. It also as-

sesses the frequency of support meetings for problem solving and maintenance, change and / or re-

placement of equipment. 

 

 

 

 

 

 

 

Table 2: Information Security Service Management Evaluation 



 

 

 

 

 

 

Enterprise Architecture 

Niemann referred to Enterprise Architecture (EA) as a structured, harmonized and dynamic set of plans 
for the development of an organization as a whole, allowing the company to represent various infor-
mation systems and their alignment with the business for all Stakeholders in all scenarios of the past, 
present and future [6]. There are a total of 25 questions distributed in 3 subsections. 

The first section essentially assesses the compliance of the Enterprise Architecture with the manage-

ment, planning, development and control of the business. 
 

 

 

 

 

 

 

 

 

The focus of this second subsection is an information security assessment to support an Enterprise 

Architecture. Information architecture is fundamental to understand the communication between mem-

bers of organizations. 

 

 

 

 

 

 

 

This section seeks to assess whether the organization has taken action to ensure the continuous im-

provement of the performance of its Enterprise Architecture. 

 

 

Table 3: Incident Management Evaluation 

Table 4: Appropriateness of the Enterprise Architecture Evaluation 

Table 5: Security Architecture Evaluation 



 

 

 

 

 

 

 

Governance 

This section aims to assess how the organization has estabilished the roles and practices with the ob-

jective of providing strategic leadership for Information Security. 

 

 

 

 

 

 
 

 

Assessment 

After the data collection, the arithmetic average of each section is calculated first and then the overall 
average of the 4 sections evaluated, according to the answers given by the organization that answered 
the questionnaire. The information security maturity level will be determined by the value corresponding 
to the overall average, according to the table below: 

 
Table 8: Overall rating and Compliance Levels [2] 

Combined 
Assessment 

Stars Compliance Level 

0-1.5 One Star None Compliance 

1.6 – 2.5 Two Stars Initial Compliance 

2.6 – 3.5 Three Stars Basic Compliance 

3.6 – 4.5 Four Stars Acceptable Compliance 

Above 4.6 Five Stars Full Compliance 

 

Table 6: Continuous Improvement Evaluation 

Table 7: Corporate Governance Evaluation 



The CISO 

Following the calculation of the information security maturity level, the second part of the form is turned 
to make an assessment of the CISO in the organization, its hierarchical level and to whom he/she reports 
to. This section also assesses the level of CISO accountability in information security processes and 
practices based on the high level RACI (Responsible, Accountable, Consulted and Informed) chart of 
the CISO´s role, outlined in COBIT 5 [7]. 

 

 

 

 

 

 

 

The level of CISO involvement in information security processes and practices is assessed in the same 

way as the information security maturity, based on Table 8. Once the data has been collected, through 

the forms filled in by the organizations, the assessment of the relationship between information security 

maturity, the CISO hierarchical level, and the level of CISO involvement in the processes and practices 

of information security is done through statistical analysis of correlation, scatter plots and other statistical 

methods. 

The Correlation Analysis is used to measure the relationship between two different variables. The 

correlation coefficient (r), between two variables will lie between −1, perfect negative correlation and 

+1, perfect positive correlation. If ρ is positive, the two variables tend to move in the same direction 

(when one goes up, the other usually goes up). If ρ is negative, the two variables tend to move in op-

posite directions (when one goes up, the other usually goes down) [8]. Values below 0.3 show the ab-

sence of any relationship. From 0.3 to 0.5 the relationship is poor. From 0.6 to 0.8 the relationship is 

strong, while from 0.8 to 0.9 the relationship is very strong. Meanwhile, below -1 the relationship is 

negative [8]. The coefficient also known as Pearson's coefficient is calculated using the formula [9]: 

𝑟 =
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𝑛

)
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3. Results and Evaluation 

This chapter provides the results obtained by applying the proposed patterns. The research work was 

carried out with 25 (twenty-five) Portuguese organizations, among public administration departments, 

universities, higher institutes, health service providers and non-governmental organizations. 

Most organizations, for reasons of institutional confidentiality, requested anonymity of their identification, 

but they showed total and unconditional openness for a dissemination of the aggregated data of the 

research. Others did not raise any objection either to their identification or to the publication of the data 

obtained. 

Table 9: RACI chart of the CISO´s role  



3.1 The Results 

The processing of the answers given by the 25 organizations generated the data shown in the table 

below: 

 
Table 10: Data from interview processing 

 

Nr. 
Organization 

Name  
Industry 

Informa-
tion Secu-
rity Matu-

rity 

CISO hie-
rachical le-
vel1 

CISO involve-
ment level in in-
formation secu-
rity processes 
and practices 

1 Anonimus Public Administration 3.522 3 4.286 

2 
Secretaria-Geral 
MAI 

Public Administration 4.473 2 4.643 

3 Anonimus Public Administration 4.888 2 5.000 

4 Maxdata Service Provider 4.761 2 5.000 

5 Anonimus Health 4.836 2 4.929 

6 Anonimus Service Provider 3.982 2 4.429 

7 Anonimus Other 2.795 2 2.000 

8 Anonimus Service Provider 3.483 3 3.143 

9 
Instituto Superior 
(Anonimus) 

Education 3.198 2 4.571 

10 Anonimus 
Public Administration 

4.308 3 4.286 

11 
Câmara Municipal 
de Sesimbra 

Public Administration 
3.182 2 4.571 

12 
Instituto Superior 
(Anonimus) 

Education 4.007 2 3.857 

13 
Universidade (Ano-
nimus) 

Education 4.012 2 4.214 

14 
Universidade (Ano-
nimus) 

Education 2.798 2 3.214 

15 Anonimus Other 3.431 2 3.500 

16 
Instituto Superior 
(Anonimus) 

Education 3.430 1 3.643 

17 
Universidade (Ano-
nimus) 

Education 2.065 4 2.714 

18 
Instituto Superior 
(Anonimus) 

Education 2.236 1 2.214 

19 Anonimus Service Provider 2.899 2 2.214 

20 Anonimus Business 3.938 2 3.500 

21 GRC Service Provider 4.006 2 3.714 

22 Anonimus Business 3.043 2 2.857 

23 Anonimus Business 3.272 3 2.714 

24 Anonimus Business 4.142 3 3.929 

25 Anonimus Business 3.120 3 3.357 

 

To evaluate the relationship among the three variables, the values in the above table were analyzed, 

first by the statistical method of correlation, through the correlation matrix, calculating three Pearson 

coefficients, corresponding to the three variables through the formula presented above. 

                                                           

1 1-Board of directors; 2- Director; 3- Chief, 4- Technician 



 

Tabela 11: Correlation Matrix 
 

  

Information Security Ma-
turity 

CISO hierachical level 
CISO involvement level 
in information security 
processes and practices 

Information Security Ma-
turity 

1 -0.103016293 0.800282997 

CISO hierachical level -0.103016293 1 -0.06361389 

CISO involvement 
level in information 
security processes 
and practices 

0.800282997 -0.06361389 1 

 

Looking at the matrix above, it turns out that the Pearson coefficient between Information Security Ma-

turity and CISO hierarchical Level is -0.103016293 and is close to 0, so it cannot be reached to any 

conclusion. The same happens between the CISO Hierarchical Level and CISO Involvement Level in 

Information Security Practices and Practices whose correlation coefficient is -0.06361389. 

From the analysis of these two relationships it can be verified that the hierarchical level of the CISO 

does not have effect on the information security maturity nor on its involvement in the information secu-

rity maturity processes and practices. 

However, the relationship between Information Security Maturity and the CISO Involvement Level in 

Information Security Processes and Practices has a Pearson coefficient of 0.800282997, a value that is 

close to +1, which means that there is a positive association between the two variables, that is, when 

the level of information security maturity increases, it also increases the CISO involvement level in in-

formation security processes and practices.  

 
Another method of data analysis that is related to the Pearson coefficient is the Scatter Plot or Scatter 

Diagram used to depict the relationship between the x and y variables. A scatter diagram is just a plot 

of the x and y variables. Geometrically, regression analysis is just a systematic way of fitting a line 

through the scatter diagram to best describe the relationship between the x and y variables [8]. 

 
The data in Table 10 that were used to construct the correlation matrix are the same for the design of 

the Scatter Plot and because the previous analysis showed that there is only a relationship / association 

between the information security maturity and the CISO involvement level in information security pro-

cesses and practices, the diagram will also only analyze these two variables. However, the adjustment 

of the graph line is given by the formula: y = a.x + b, where a and b are parameters: 

  

a =
𝑛Ʃ𝑥𝑦−(Ʃ𝑥)(Ʃ𝑦)

𝑛𝑥2−(Ʃ𝑥)2
   and   𝑏 = �̅� −  𝑎�̅� 

 



 

Figura 2: Scatter Plot 

The line drawn on the graph is in an upward oblique position, showing the positive relationship between 
the two variables being analysed. The points below the line belonging to the x-axis (Information Security 
Maturity) and those above the y-axis (CISO Involvement Level in Information Security Processes and 
Practices), are generally closer to the straight line, which means that the association is strong between 
the two variables. 

Finally, in order to fix the maximum acceptable error in a survey, it is necessary to consider: Sample or 
Sample Size, Standard Deviation, Confidence Level and Margin of Error. In order to calculate the Mar-
gin of Error, it is necessary to take into account the size of the sampling, and if it is less than 30 the 
table t (student) is used and if it is above 30 then the Table Z must be used [9]. 
 
As already stated this research work had a sample of 25 organizations interviewed and will be then used 
the table t student for the due calculations. In this case the standard deviation (σ) is given by the formula: 

𝑆 = √
Ʃx²−nx̅2

𝑛−1
  Where:  x̅ =

Ʃ𝑥

𝑛
  

For this research, the Margin of Error (ME), given the confidence level, by definition, of 95%, in the ta-

ble t for samples smaller than 30, is given by [9]: 

 x̅ ± 𝑡𝜎x̅, where 𝜎x̅̅ ̅ =
𝜎

√𝑛 
. 

The sample or sample size of this survey (n) is 25 Organizations, with Error Margin or Maximum Error 

(ME) of 0.326 calculated from the Confidence Level of 95%. These calculations are in accordance with 

the sample sizes under 30.  

4. Conclusions and Future Works 

In this chapter we present the main conclusions resulting from the analysis of the objectives and re-

search outcomes. 

4.1 Conclusions 

This paper concluded that regardless of the investments that organizations could make in technical and 

technological assets, information security and cyber threats are reported daily worldwide. It shows that 

reactive control practices are not sufficient to ensure information safety. Hence, organizations are called 
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upon to establish their own information security strategies and policies that would include the appoint-

ment of a qualified professional to cope with all information security related issues – the Chief Infor-

mation Security Officer (CISO). 

The research model consists of a quantitative and qualitative research questionnaire and after pro-

cessing the answers from the twenty-five (25) Portuguese public and private organizations and data 

analysis it was possible to conclude: 

1. The involvement level of the Chief Information Security Officer (CISO) in information security 

processes and practices has a direct influence on the organization's information security ma-

turity. Therefore, the more involved the CISO is in the information security processes and prac-

tices of an organization, the more easily this organization will raise its information security ma-

turity level. 

2. The CISO hierarchical level in the organizational structure does not have an influence on the 

information security maturity nor the level of CISO involvement in information security processes 

and practices. This means that it is not necessary for a CISO to be at the top level of the organ-

ization to raise its level of information security maturity, nor is this elevation of the CISO function 

necessary for him/her to have a considerable involvement in information security processes and 

practices.  

4.2 Future Works 

Despite the results obtained in this paper, there is still room for future work because the solution is 
restricted to the evaluation of the relationship between the information security maturity and the CISO´s 
role in an organization. 

More researches can be carried out to improve and / or optimize this Model, making it more generic and 
comprehensive to be applied to other approaches of enterprise systems and beyond, taking into account 
the permanent and dynamics of the world of Information Technologies and Communication. 
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